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How are the products and Services
organized in the catalog?

CPSTIC Terminology

Category

Classification according to the security meassures it provides.
(Example: Access Control, Communication Protection, etc.

It will be based in the categories that form the operational
framework [op.XXX] and the protection meassures [mp.XXXX]
collected in the Appendix Il from the ENS, as long as they result
applicable to the products. Each category is formed by a set of
families.

Family

Classification of a product according to its main functionality
(Example: firewall, safe delete tool, etc.) A product or service
could be included in one or more families according to the
security functionalities provided.

QUALIFIED

Access Control

O) Network Access
Control (NAC)

o Single Sign-on

O) Biometric Devices
PAM Systems
J Authentication
Multifactor Servers
. Tools
Eé O) Privileged Access
O) Identity Management (PAM)
Management (IM)
Operational Security
o) Antivirus | O) Network @
Endpoint Management Tools Q

Protection
Platform (EPP)

O) Cryptographic Key

Management
O) Navigation Devices
Filtering
O) Endpoint Detection o) 3y3t:(|:s
and Response (EDR) P

O) Security Events O) Endpoint Management G F[[@ﬂ

Management Systems Tools (UEM)

Security Monitoring

O) IDS, IPS & O) Honeypot &
AntiDDoS Honeynets Systems
O) Capturing, O) Sandbox
Monitoring and tools

traffic analysis

Communications Protection

) Rowers ) swiches i
o) Firewalls . Virtual Private
) O) Proxies °/ Networks: SSL

O) Secure data

exchange . Software defined
gateways O) Data diodes © Networks (SDN)
Voice over IP . Videoconference
@)
(VolP) tools O) IP Ciphers “ tools
. Web Application Instant
© ‘é\nglizs Network O) Firewalls (WAF) O) Messaging tools
(IM)
Protection of the Information
and Information carriers
a .
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Encrypting and
o) Secure Sharing of o) Encrypted data
Information storage

[O11
f E 7! @] O) Electronic S Secure deletion
signature tools tools
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Hardware Security
Modules (HSM)

T Data Loss )
O a8 o ) o
Prevention

@ Systems

Devices and
Services protection

Load

O) Mobile devices Balancer

O) Email

protection O) Hyperconvergence

O) Operating Systems O) Virtualization

O) Backups o) CASB
Trusted 5 Videoidentification
Platforms Tools

O) Virtual Desktops

Infrastructures (VDI) O) KVM Switches

Tools for
development of
security
products

APPROVED

Tactical environment Protection
(5) @0
Trusted tactical platforms © y
O) and devices f m\
O) Solutions for the protection of the ﬁ @@ ZAL@]
tactical communications

Tempest

pay o O) Screened Wardrobes
E v o) Peripherals o) CPU
/% |
O) Monitors o) Printers
=
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GOVERNANCE & COMPLIANCE

Governance & Compliance and
security security
planification regulation

Notification & Cybersecurity
incident Trainning &
management awareness
SNPEmN )
Analysis & Risk Cyberintelligence
Management Exchange
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